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We have a very clear
mission

"Only in this way will public and private organisations be able to satisfy
their cybersecurity strategy and drive digital transition.

For this to happen, it is necessary for people to acquire a correct digital
posture, which is essential to reduce the component of vulnerability
that derives from human error.

The acquisition of a cyber risk-aware approach will transform digital

users from a weak link in the defence chain to the first line of defence
against cybercrime.”
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Digital security for humanity

We believe that digital technologies will help improve many aspects
of our lives.

But we are also certain that in the absence of a correct attitude in
their use, there could be more shadows than light.

This Is why we are committed to making humanity more cyber secure.
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Cvyber Guru

Cyber Guru was born in 2017 to fill the lack of effective security
awareness training courses on the market.

Since 2017, Gianni Baroni has been founder, CEO and director of
the company.

Cyber Guru is now present in Europe with its Security Awareness

Training platform, which is the most effective, engaging, and
easy-to-manage on the market.
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Training platform Training programmes

Numbers

> 650,000

Active users

> 3.5 million

| essons taken

> 4.5 million

Simulations carried out
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More than 500 organisations
are already our clients

Any size, any vertical

Manufacturing

Luxury & Fashion

We help our clients transform the digital behaviour
of their workforce so that no one can become an
unwitting ally of cybercrime.

- bz B

Public Administration

|T Services

o

For this reason, public or private organisations, of

any size and industry type, have become our clients.
Banking & Insurance

Bt

Retall

Jo
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Education
Power & Energy
Healthcare
Telco & Media

Transportation

Food & Beverage
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We are
present in

Europe:
Italy Paris Milan
France Campus Cyber Regus Milano Bicocca
Spain 5 Rue Bellini Via Libero Temolo 4
92800 Puteaux 20126 Milan
Rome
Madrid Diiiiiiiiiiiiiiiiiiiis g e Viale della Grande Muraglia 284
REtTE S : R e 00144 Rome

.............................
..........................
........................
..........................
.........................
..............
........

3  Security Awareness Training That Works! U/Gyber Guru



About us Clients Location Training platform Training programmes

What our customers say

The best Cyber training Really Easy and Effective Cyber Guru is the best solution for Cyber
“Great product and great team. Easy to implement N _ Risk Awareness

. . “Intuitive solution, easy to use and _ ; _ _
and with a very proactive support team. No effort “Kind and competent, they are very supportive especially in

designed to maximize user attention”

to keep it running” configuration and optimization activities of IT security solutions”
CIO - Manufacturing Industry Chief Information Officer - Consumer Goods Industry IT Manager and PMO - Banking Industry
- Cyber Guru Security Awareness Training - Cyber Guru Security Awareness Training - Cyber Guru Security Awareness Training
Very good product in contents and Everything worked perfectly Great product and support
USer expenence “All people involved are skilled, committed and “We subscribed all the training channels of Cyber Guru
“Very good product in contents and user experience. available. Our goal - to increase - employees platform. It's the perfect training: short and effective lessons,
Move the effort regarding awareness from internal awareness - seems reached” once a month, funny gamification”
team to the prOdUCt” Manager, IT Security and Risk Management - Manufacturing Industry Manager, IT Security and Risk Management - Transportation Industry
Chief Information Security Officer - Energy and Utilities Industry _ L _ .
- Cyber Gury Security Awareness Training - Cyber Guru Security Awareness Training - Cyber Guru Security Awareness Training
Gartner; Gartner® and Peer InsiahtsTM are trademarks of Gartner. Inc. and/or its affiliates. All rights reserved. Gartner Peer Insights content consists of the opinions of
) individual end users based on their own experiences, gnd shquld npt bg construed as statements of fact.l nor do they reprelsent the v'iews of Gartner.or its affiliates.
Peer |nS|g htS Gartngr does not endorse any vendo.r, proo!uct or service er|cted in this co.n.tent nqr makes any Wgrranhes, expressed or implied, with respect to this content,
= - ™ about its accuracy or completeness, including any warranties of merchantability or fitness for a particular purpose
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Security Awareness Trailning:
a complete platform

The Cyber Guru platform is designed to maximise the effectiveness of learning
processes and consolidate awareness. This way, organisations can successfully
combat the continuous evolution of cybercrime techniques.

The main objective of the training programmes is to influence user behaviour by
developing the three main defensive characteristics of each individual:
knowledge, perception of danger, readiness.

Only by working on these characteristics simultaneously is it possible to
activate that process of behavioural transformation, which is essential in a truly
effective training programme.

For this reason, the platform offers a complete training based on three
methodological programmes: COGNITIVE, INDUCTIVE, EXPERIENTIAL.
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One platform,
three training programmes

Awareness
Cognitive training

Channel
Inductive training

MAXIMUM
TRAINING

EFFECTIVENESS

Phishing

Experiential training
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Training methodologies

ngnitive Trammg Knowledge is developed through a cognitive training programme, Awareness Training, based on a
K led mainly didactic approach that acts on the most rational part of the brain.
netlisielofs In this programme, the main types of threats are explained, as well as how they materialise and

what the most appropriate behavioural logics to follow are.

o JE The ability to perceive danger, which is necessary to recognise a threat, is developed through

IndUCtlve.Trammg an inductive training programme. Channel Training uses the narration of real situations to affect

The perception of danger the emotional component of our brain. The learner, identifying with the story, can understand
how anyone can become a victim of cybercrime.

Experientia| Tra]mng To.react quif:kly by adopting .the. right beha\{iour in the face of a danger, it.is necessary to maintain
Readi trained readiness through phishing or smishing attack simulations. The Phishing Training programme
salllises is designed to guide that part of the brain that is, by its nature, predisposed to activate the mechanisms

of action reaction.

7  Security Awareness Training That Works! v Cyber Guru



About us Clients Location Customer reviews Training platform Training programmes

The three training programmes

Cyber Guru The cognitive educational programme is based on a permanent training methodology, which
guarantees the gradual development of awareness through knowledge of network threats and

Awareness the behaviour needed to prevent attacks.

C b G The inductive training programme that, thanks to the strength of a narrative scheme akin to
vber Guru . . ! Ve scheme akin
that of a TV series, generates in the learner the ability to learn through identification within real
Channel life situations.
Cyber Guru The automatic and adaptive experiential training programme, with an anti-phishing function,
Ph. h. provides personalised training based on individual experiences and the individual level of
IS Ing resistance to attacks.
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Cyber Guru Awareness

Cyber Guru Awareness is the educational component of the platform, in e-learning mode, which deals with developing purely cognitive
training. The main objective of this training programme is to develop knowledge of cyber threats. It is a gradual learning process, followed
by consolidating knowledge and updating skills.

An interactive approach with continuous

.s7  Self-consistent training modules with monthly
% alternation between micro lessons and tests

.ﬁ'—'_ activation

<1

O
of> A minimum weekly commitment, compatible
m

\ 0— . .

V') : : o=/ Multiple-choice assessment tests

= with any job role g/)

50 e .

@ Video micro-lessons in multimedia format 222 Gamitication methodology, with team

> 29 organisation

O? Use of professional actors with coach roles QC] A multilingual platform

({JT’ =
éf@ Highly informative language {:Czi Additional and continually updated content
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Cvyber Guru Channel

The inductive methodology is based on the user's immersion within a real situation and a process of self-identification with the cyber threat,
which then takes a concrete form. The user gains awareness not by being given information, but through a narrative, which first targets the
perception of danger, and then provides factual knowledge, thereby bypassing a very dangerous afterthought: "it couldn't happen to me".
The three main features are effective inductive learning, maximum learner involvement, and zero impact supervision.

O
Z 0@’ Ongoing training @ Self-identification in realistic situations
7
(- ]
_Do_ Advanced video productions ~ | A Netflix-like approach
T -0 ——
) : : : : ~
0] Mult|ple.V|deo formats with different {3 || In-depth documentation for each episode
®) storytelling methods :
g@ Short episodes ®='= Comprehensive reporting on the level of use
@@ A high-paced narrative ( ) Autsmatltc; student caring functions, to motivate
5 \ ——/ participation
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Cyber Guru Phishing

Cyber Guru Phishing is designed to train the workforce to resist phishing attacks, through simulated attack campaigns, which are customised
based on the behavioural profile of the individual user. It is an automated and adaptive process, guided by the use of artificial intelligence
technologies. The learner increases their resistance to attacks by gaining experience, both negative, by making mistakes, and positive, by

learning to recognise attacks when they happen. The three main features are effective experiential training, personalised training, and
zero-impact supervision.

(O/a Effggtlve and continuous experiential O/B Reporting procedure
raining (/7
i ini i 0o0 :
@ Personalised training through an adaptive ORP. Pre-built templates
7 process OrQ )

Analytical and managerial reporting
through an advanced dashboard

—
2q
—

rg%l Levels of difficulty and custom simulations

Risk groups

Error > Instant training Remediation policies

Automated attack campaigns

l#]
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www.cyberguru.io
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https://www.cyberguru.it/en/

